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Advanced Traveler Information Systems (ATIS)

RIDESHARE

Share risk similar to Y [—
CommerCiaI Web 511_20«!9 Get Around | Go Green Call 511 About 511 Mobile & Apps

— I -

Welcome to 511.org Announcements

511 is your one-stop phone and web source for up-to-the-minute transportation information. it's D | A L 5 1 1 |
FREE and available whenever you need il — 24/7 - from anywhere in the nine-county Bay Area. Y - 11.0rg popular
on your mobile
Public Transit Trip Planner | rrent Traffic Conditions b .
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myBART.org, August 14, 2011

N

< imyBART

Welcome to myBART!
Contests
) myBART sends out a free weekly email
Discounts full of entertainment news, ticket
giveaways and big discounts to events
happening close to BART stations.

Free Evenis

Destinations
Become a myBART member to enter our
contests for a chance to win some free
Join myBART tickets, or explore the site right now to
see this week's discount offers and find
About myBART something fun to do that vou can ride
BART.gov BART to.

Trip Planner myBART. Providing weekly reasons to get

BARTHv off the couch.

I 'B I
grizes

4 Click Hera

feedback | privacy palicy

Sources: networkwold.com, sfgate.com, sfappeal.com, twitter.com, BART.gov
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myBART.org, August 14, 2011

i
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*myBART

Welcome to myBART!

Contests

) myBART sends out a free weekly email full

Discounts of entertainment news, ticket giveaways

Free Events and big dlscc.:unts to events happening close
to BART stations.

Destinations
Become a myBART member to enter our

_ contests for a chance to win some free

Join myBART tickets, or explore the site right now to see
this week's discount offers and find

About myBART

y something fun to do that you can ride BART

BART.gov to.

Trip Planner myBART. Providing weekly reasons to get
BARTHv off the couch.

Sources: networkwold.com, sfgate.com, sfappeal.com, twitter.com, BART.gov
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"Sooner or later the people in this country gotta realize the government
does nat give a fuck about thes. The governeent doesn't care about you, or your children,
of your rights, or yeur welfare, or your safety. it sieply dossn't give a fuck about you.
It's interssted in its ocwn power, that®s the only thing, keeping it and sxparding it wherever possibie.®

EF PP FEFEN PR EE PR EF R E PR PR EFF PR r R ERT S EFS PP ER PP FPEr
#22 20pBart ZBart-Acticn SFRESTOPTARY SFRECHERCEDES #FREESAADLEYMANNING 2Justice for DScar Grant &22
#&¢ Mo Justice, Mo Bart ##¢ UL In The Bay #2# Hay OF Rage e&# snti-sec #lustice for Charles HL1L aes
FELEE R R R R R RO LR R

O O S R O P PR P PP
£ Your Website has beenm hacked and database has been lesked by: ]
paa etinicwater #B14ckikbby #Nala #Tanko sknenymous shackers oxa
SO R RS R T E R LR R E T

Dear Bay Area Rapid Transit, The People and ALl Government Bgencies,

We are hnonymous, we are your citizens, we are the people, WE DD NOT TOLERATE OFFRESSION FROM ANY GONVERNHENT AGENCY.
BAAT has proved sultiple tiess that they have no probles exploiting and sbusing the people.
First they displayed this by the tws recent killings by BART police. Under no circumstance, unless police are shet at,
make police killings acceptable. Mon-lethal weapons were available to use during both incidents,
previding saven that was nocessary. but instead they shot to kill. Mext they violated the people's right to assembly and prevented
other bystanders from using emergency services by blocking cell phons signals in order o stop a protest egelnst the BART pelice surders.
Lastly, they set wp this website called sybart.gow and they stored their members information with virtwally no security,
The data was stered and easily obtaimable via basie sqli. Any 2 year old with a imtermet connection
could have done what we did te find it, On top of that mene of the info, including the passwords,
was encrypted, It a5 obvious BART does no give a fuck about its customers, funders and tax payers,THE PEOPLE.

The gowernesnts and gevernment agencies of the world are becoming tyramnical and cppressive,
and the people are responding end will not take your shit for such longer. The people will fight
this oppression with protests, desonstrations. riets. hacking. ddes. online sttacks and by sny other eeans,
We will net allow curselved to be killed, exploited. orF get shitted on. Froe the stréets of Chile,
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Field Devices — Equipment Manuals

Ramp/Gate/Signal Controllers
Fixed Dynamic Message Signs
Portable Dynamic Message Signs
Enforcement Systems

L]
el T

Payment Systems 534 .

2.3. Passwords
Be sure to record your passwords in a safe location.

2.3.1. Restricted User Password
This allows access to basic sign operation, message activation, radar control and turning the sign off.

The message sign is shipped with a default restricted password of “Guest”.

2.3.2. Normal User Password

This allows access to basic sign operation, plus permission to create, modify and delete messages. The
message sign is shipped with the default NTCIP user password of “Public”, plus “ABCD”.
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Field Devices — Equipment Manuals

Ramp/Gate/Signal Controllers
Fixed Dynamic Message Signs
Portable Dynamic Message Signs
Enforcement Systems

L]
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Payment Systems 534 .

2.3. Passwords
Be sure to record your passwords in a safe location.

2.3.1. Restricted User Password
This allows access to basic sign operation, messageggsl »
The message sign is shipped with a default restrict{g _asbwmd of “Guest”.

2.3.2. Normal User Password
This allows access to basic sign operation, plus pezgaiss 2aer: . mcssages. The
message sign is shipped with the default NTC user password 01 Publlu plus ‘ABCD”.
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m 4 light rail trams derailed, 12 people hurt .1 "'
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3 Tool used: Converted television IR remote i"
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3 Tool used: Converted television IR remote Ii/

% Exploit: Locks to disable track changes when vehicle are -
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Bored with DMS? — RFID Transit Card

L

SV Adult

Remaining Amount: $ 653.00

=~ Make Your Selection
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Bored with DMS? — Electronic Parking Meter
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Center to Field (C2F) Network

onltor fleld equipment health and
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| Command and C‘on!‘rblm
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Transmission of sensor/video
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Copper Statistic Source - Wikipedia
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C2F Network - Threats

e Physical Destruction A A

e Signal Intercept/Jam| '

e Wire and Server Tap

Copper Statistic Source - Wikipedia
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C2F - Wireless System Vulnerabilities

Offensive
Threat |[Defendable?|Measures|Potential

Eavesdropping

Communication Jamming

Denial of Service Attacks
Injection and Modification of Data
Man-In-The-Middle Attacks

High |

High
High
High
High
High

Rogue Client

Rogue Access Points
Client to Client Attacks
Netw ork Equipment Attacks

Threat = Probability of threat occurring to a transportation network

Defendable = Does solution exist to defend against this type of vulnerability?

Offensive Measures = Can offensive measure be taken against the attacker?

Damage Potential = Potential impact to vulnerable segment of the Transportation Network

High
High |
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C2F — Cellular Base Station Cloning

+ DEFCON 2010 - Fake GSM Base Station
: _ assembled using open source software and
$1500 of hardware.
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@ Feder ral Highw yAd

C2F — Cellular Base Station Cloning

+ DEFCON 2010 - Fake GSM Base Station
. _ assembled using open source software and
S1500 of hardware.
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i ..1.. DEFCON 2011 — GSM, CDMA, 1xRTT, WiMAX

all cloned....

= i i U -
Source: http://seclists.org/fulldisclosure/2011/Aug/76
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E C2F Network - Summary
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Open Ethernet ports f'":_'_ [};a e ey Jer

Wiretapping e M R R R
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SO yOU thlnk Flber IS better? 3260 > 44772 [ACK] Seq=1 Ack=48 Win=106608 Len=0 TSV=17R863!
Login Response (Success)

2 > 3260 [ACK| Seg=3B1 Ack=337 Win=60912 Len=0 TSV=26282:

Passive Splitter
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Evanescent coupler RO
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C2F Network - Summary

Open Ethernet ports

Wiretapping

So you think Fiber is better?
Passive Splitter
Evanescent coupler
Phase conjugation

Deny Access to physical plant
Monitor network behavior
Traffic Analysis
Data routing
Communication interruption
Time-domain Reflectometer
How Paranoid are you?
Encrypted traffic
Deep packet inspection
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_ Back Office — The Management Center
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Back Office —

The Management Center

ATIS/511
web server
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Back Office — Attack Vector

20,
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12|
10|
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Malicious Programs on the Internet — Browser
attack

60% successfully blocked

54% comes from US, Russian Federation,
China

Network Attack increased by 596% from 2009

System Security Exposure Cross Dos EXxposure  Manip
access Bypass of sensitive Site of system ylation
information Scripting information of data

Statistic Source - Kaspersky Security Bulletin 2010 Statistics 2010
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Davis-Besse Nuclear Plant, Ohio: january 25, 2003

- 16:00 — network slow down noticed
- 16:50 — Safety Parameter Display System (SPDS) crashes
- 17:13 — Plant Process Computer crashes, this has analog backup.

L
gy

Source — securityfocus
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Davis-Besse Nuclear Plant, Ohio: january 25, 2003

- 16:00 — network slow down noticed
- 16:50 — Safety Parameter Display System (SPDS) crashes
713—Plant Process Computer crashes, this has analog backup.

g Cause:

Dedicated line connecting the reactor to a contractor’s network. A —
—. machine on that network was infected. 3

Source — securityfocus
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Back Office — Summary

e Lose remote control of field devices

e Lose ability to communicate/exchange data
e Remote control by unauthorized parties

e Vulnerable to Blackmail

The Washington Post N

Humming along with technolo, until it's not

Computer meltdown creates traffic-hight chaos

By Ashley Halsey III
Washington Post Staft Writer
Thursday, November 5, 2009

Image from 2003 Paramount Picture Film: “The Italian Job” o
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BackOffice — Hardening by Design
DS Sign]

ATIS/511 Disk array
web server

I

Internal Network:

Firewall

W:rks tation ] 3 T Contractor

UsB 3
Charging (20000,

Cable

Appilcation Servers

N

Wireless Peripherals Smartphones/PMP/
Firewall USB Drives
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BackOffice — Hardening by Design
DS Sign]

ATIS/511 Disk array
web server

I

Internal Network:

Firewall

W:rks tation ] 3 T Contractor

UsB 3
Charging (20000,

Cable

Appilcation Servers
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Wireless Peripherals Smartphones/PMP/
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BackOffice — Hardening by Design
DS Sign]

ATIS/511 Disk array
web server

I

Firewall

3 7 Contractor

| e—
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Appilcation Servers

Wireless Peripherals Smartphones/PMP/
Firewall USB Drives
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BackOffice — Hardening by Design
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BackOffice — Hardening by Design
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BackOffice — Hardening by Design
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BackOffice — Hardening by Design

ATIS/511
web serve
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L I
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Intrusion
Prevention
System
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r‘xgu;m
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BackOffice — Hardening by Design

-

ATIS/511
web server
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Emerging Challenges — Stuxnet & Duqgu

Stuxnet is Cyber warfare munitions
Targeted against embedded/industrial devices
Duqu — spawn of Stuxnet

unicode O,
unicode O,
dw 27h
unicode O,
dw 27h
unicode O,
dw 27h
unicode O,
dw 27h
unicode O,

unicode O,

Source: Wired, The Register, eWeek, Symantec, Kaspersky Lab




" U.S. Department of Transportation
@ Federal Highway Administration

Emerging Challenges — Stuxnet & Duqu

Stuxnet is Cyber warfare munitions
Targeted against embedded/industrial devices
Dugu — spawn of Stuxnet

Vulnerability to Transportation

~307,000 traffic signal controllers today

~98,000 uses some kind of operating system

Unknown numbers are networked together and to the web

Source: Wired, The Register, eWeek, Symantec, Kaspersky Lab
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Emerging Challenges — Transit

0%0 i
O RESOURCE CENTER

2000 ik s



" U.S. Department of Transportation
@ Federal Highway Administration

Emerging Challenges — Transit
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Emerging Challenges — Transit

LM\ Motor Controller®

_bus v4.01 & % Slidg

Apply sl
—]

- System Confiauration Files
Edit System Configuration: Default_RTD.gsc

General TorquefAnalog | pigital/can |

-Torque Tables -

These tables control tarque limits acting on the motor over its speed range. The 100% Accel table controls maximum motoring, the
100% Brake table controls maximum generation, and the Creep table controls torgues when “zero torgue” is requested.
RPM: 0 300 GO0 900 1200 1500 1910 2100 2400 2700 000 3300
100% Accel Torque] 200 | zoo0 || zoo || 200 || 200 | zo0 | zo0 || 200 | 200 | zoo | 191 || 173
Dl Bl 13k 19k 25k 31kw  40kW 44k S0k 57kM B0k B0k 4
100% Brake Torque| -200 | -200 | -200 || -200 || -200 || -200 | -200 || -200 | -z00 | -200 | -191 || -173
-0k -Gk 13w -19kW  -25kW  -31kw -90kW 44k -S0kW  -57EW -60kW  -60kKW =
&
‘ o] T cCreepTorque | o | o | o | o | o [ e J @ | @ | o |8
Oty Dby Ok Ok Ol Ol Ok Ol Ol Ok Dy Ok
—Speed Safety —Hand Controller Settings
In situations where the motor speed goes over these speed limits, the system : . )
- will reduce the motoring torque ko prevent the motor from going Faster, Note: ¥alues in volts. Range: -0.5V - 5.5¢
H —Forward Direction ——— —Reverse Direction Accelerator Brake
Speed Limit (RPM): [ 3e00 | [ 3600 Maximum Error: | [ 475
- Maxirmurm allowed: 4.5 4.5
= RPM Range for 200 300 i |
B Torque Reduction:
Minimum Allowed: | 0.5 | oS
| ju Torque Limiting = Accel->=Zero Torque & Accel->Zero Torque
over Range:! |~ accal»Brake Torgue " Accel->Brake Torque Minimum Error: I -0.1 I 0.5
™ Quadratic £

Source: DEFCON 18
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Future Challenges — Connected Vehicle

RN TTT7y,
DSRC - 5.9GHz Dedicated Short Range Communication :J':,D mﬂ.:ﬂ 'ﬂﬂf’f,
RSE — Road Side Equipment Feo ’Ea':.
OBE — On Board Equipment, may connect to CANBUS/OBD & :ﬂ"
ASD — Aftermarket Safety Devices “wt :

[

----------

Source - Experimental Security Analysis of a Modern Automobile. 2010 IEEE Symposium on Security and Privacy
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Recap

e Technical challenge and obscurity can no longer be considered a

deterrent

e Anything with an operating system should be Hardened
e Keep all back up current

e The network is as vulnerable as the weakest link...and that
includes the all of us the system users/vendors/operator/owners.
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Information Resources

e Federal Desktop Core Configuration
e http://fdcc.nist.gov

e Computer Emergency Response Team

(CERT)

e Very good source on Insider Threat and
Prevention

e Microsoft Technet
e Windows Vista Security Guide
e Windows XP Security Guide
e http://technet.microsoft.com

e |SO/IEC 27000

e Book: “Standard of Good Practice” —
Information Security Forum

Computer Security references:

National Institute of Standards and
Technology

— http://csrc.nist.gov/index.html
SANS Institute

— http://www.sans.org
National Vulnerability Database

— http://nvd.nist.gov

Antivirus Reviews

http://av-comparatives.org/

Warning Centers

Computer Emergency Response
Team (CERT)

— http://www.cert.org/
Internet Storm Center
— http://isc.sans.org/
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