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WHY IS PRIVACY AN ISSUE FOR CONNECTED VEHICLES?

• Connectivity!
• Clear text broadcast!
• Identifiers!
• Geolocation!
• Big data!
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NIST PRIVACY RISK ASSESSMENT METHODOLOGY (PRAM)
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Problematic Data Actions
• Appropriation
• Distortion
• Induced Disclosure
• Insecurity
• Surveillance
• Unanticipated Revelation
• Unwarranted Restriction

Problems for Individuals
• Loss of autonomy
• Exclusion
• Loss of Liberty
• Physical Harm
• Stigmatization
• Power Imbalance
• Loss of Trust
• Economic Loss



WORKSHEET 1: TASK 1 SELECTED EXAMPLE
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WORKSHEET 1: TASK 2 SELECTED EXAMPLE 
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WORKSHEET 2: CONTEXTUAL FACTORS SELECTED EXAMPLE
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WORKSHEET 2: DATA MAP
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WORKSHEET 2: DATA ACTION ANALYSIS SELECTED EXAMPLE
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WORKSHEET 3: LIKELIHOOD SELECTED EXAMPLE
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WORKSHEET 3: IMPACT SELECTED EXAMPLE
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WORKSHEET 3: RISK SELECTED EXAMPLE
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WORKSHEET 3: RISK PRIORITIZATION
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WORKSHEET 4: POTENTIAL CONTROLS SELECTED EXAMPLE
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WORKSHEET 4: SELECTED CONTROLS SELECTED EXAMPLE
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SOME KEY ISSUES
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• Persistent identifiers
• Access and auditing
• Data sanitization

However, every deployment is unique
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